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So tay
théng tin ngudi tiéu dung

Danh cho nhiing nguai di tri két hon

VIETNAMESE




Thuong mai dién tu
la tir dung dé chi hanh vi mua ban hang héa
qua internet hoac qua thiét bi di déng.

= La nhiing giao dich khéng dién ra tai clia hang va khéng dugc xem san
pham truc tiép, thuc hién theo phuong thiic tra tién trudc va sau do

nhan hang héa.
Types of E-Commerce

Thi trudng mé& Mua sam qua thiét | Mua hang tructiép tu
(Open Market) bi di dong nudc ngoai

* Cac giao dich dugc thuc hién qua cac kénh mang xa héi cling dugc coi la thuong mai dién tu.
*Viéc mua hang tr tién trudc c6 nhiéu rui ro, vi vay ban hay Iua chon giao dich tai nhiing noi ¢6 dich vu mua
hang an toan (nhu hinh thiic escrow (ky quy) v.v.)

Trudng hop bi thiét hai trong thuong mai dién tu

thiic mua chung. Tuy nhién do chat liéu vai va kich thudc ctia san pham thuc té
ma t6i nhan dugc khac véi suy nghi nén t6i da yéu cu tra lai hang. Thé nhung
phia doanh nghiép da phan héi réng day la san pham dugc san xuat theo dat
hang duéi hinh thic mua chung, va kich thuéc san pham da dugc cung cap trong
phan thdng tin chi tiét ban hang nén hgp déng khéong thé huy dugc va toi khdng
dugc hoan tién.

] Héi. Téi & mua san pham tui gitf lanh trén san mua sdm truc tuyén theo hinh

tric clia sdn pham dugc lam khac di theo yéu cau riéng, phu hgp véi nhu cau ctia ca

nhan, viéc hily hgp déng la khéng thé. Tuy nhién, trudng hgp nay chi don thuan la
ngudi tiéu dung da lua chon san phdm da dugc dinh sdn kich thudc va chiing loai nén khéng
dugc xem la san phdm san xuat theo yéu cau va néu san phdm mua trén mang bi hity do ngudi
tiéu dung thay déi y dinh thi ¢ thé hly don hang trong vong 7 ngay néu ngui tiéu dung chiu
phi van chuyén hai chiéu. (Vi du tai Trung tam tu van ngudi tiéu dung 1372)

n‘ Dap. Déi vai hang hoa san xuat riéng theo yéu cau clia ngudi tiéu dung, tuc la cau
y __\
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Khi luia chon hinh thiic mua s3m truc tiép ti nudc ngoai
nhat dinh ban phai kiém
tra cacvan dé nhu

viéc mua hang truc tiép tirnuéc ngoai c6 kha thi khong,
cac diéu kién thong quan, thué quan v.v.

Kiém tra danh muc mua hang

® Ban da kiém tra xem san phdm dé c6 thé mua truc tiép tir nudc ngoai hay khong
chua?

@ Ban da kiém tra xem san pham c6 dugc phép tiéu thu trong nudc khong hay chua?

© Ban da kiém tra cac diéu kién thdng quan va céc loai thué danh cho san pham dé
hay chua?

@ Gia tri hang hoa dudi 100 USD (théng quan theo danh sach), 150USD (théng quan
théng thudng) (200USD di tir My) thi dugc mién thué.

* Gid tri hang hda = Gia san pham -+ tién thué noi dia My + phi van chuyén néi dia My

Kiém tra phuong tién thanh toan

@ Ban da kiém tra xem loai thé d6 c6 thé thanh toan & nudc ngoai hay khéng chua?
@ Trudc khithanh toan, ban da kiém tra don vi tién té chua?
(Viéc hoan déi ngoai té kép c6 thé phat sinh nhiéu phi déi tién.)

@ Ban da kiém tra xem c6 dich vu yéu cau boi hoan hay khéng chua? (trong vong 120

ngay ké ti ngay giao dich)

*Dich vu boi hoan: la dich vu cho phép hay thanh toan giao dich hodc hoan tién. Sau khi mua
hang & nudc ngoai bang thé tin dung, ban gap phai cac van dé nhu khéng nhan dugc hang hoa
hodc giao nham hang va viéc gidi quyét van dé gap trd ngai, khi d6 néu ban yéu cau hay giao
dich ma da dugc cong ty thé chap nhan thi c6 thé dugc hoan loai khoan tién giao dich.

Céng thong tin ngudi tiéu dung giao dich qudc té: Nhat dinh phai kiém tra
“Danh muc website c6 nghi van lira dao”
Food Safety Korea: Kiém tra
“Danh muc thuc pham nguy hai bi cam”

* Ban hay can than khi thuc hién cac giao dich tién mat chang han nhu chuyén tién vi 6 thé kho
nhan dugc boi thudng néu xay ra van dé gi do hoac bi Itra do.
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Cac hinh thiicmua hang truc tiép trnudc ngoai

@ Tructiép van chuyén
La hinh thuc tryc tiép dat hang va thanh toan trén san mua sém truc tuyén &
nudc ngoai, sau do truc ti€p van chuyén vé nudc.

©® Dich vu van chuyén hang héa

La hinh thiic nhan hang hoa da dat tai kho phan phéi & nudc ngoai clia bén
dich vu van chuyén hang hoa, sau d6 hang hoéa dugc van chuyén vé nuéc
bang dich vu van chuyén.

@ Dich vu mua hang

- Hinh thiic san mua sam: 13 hinh thiic dit hang cac sdn phdm & nudc ngoai
dugc dang ban ngay trén cac san mua sam clia cac bén dich vu mua hang.

- Hinh thic Gy quyén: La viéc thanh toan cac khoan phi du tinh va mua hang
sau khi yéu cau béo gia cac san phdm & nuéc ngoai dinh mua

® Lua chon loai hinh mua hang trukc tiép tirnudc ngoai phithop véiban than ®

Truc ti€p van
chuyén

Dich vu van chuyén
hang hda

Moo=

Dich vu mua
hang
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Khi mua cac san pham thuic pham chticnang
ban nhat dinh phai kiémtra

noi dung vacicnhan chiing nhén

cho thuc pham chiic nang!
Thuc pham chtic nang

Cuc An toan Thuic pham va Duoc pham
Thuic pham chiic nang khéng

phai la thudc diéu tri hay phong bénh!

Nhiing diéu can luu y truéc khi mua thuc pham chiicnang

® Day c6 phai la chiic ndng thuc su can thiét véi ban khéng?

@ ® Day ¢6 phai la loai thuc pham chiic ndng dugc nha nuéc cong nhan hay khéng? @
(Kiém tra ndi dung hoac nhan chiing nhan “Thuic pham chiic nang”)

® D6 ¢6 phai la nhiing ky hiéu hay ndi dung quang cao dang tin cay khéng? (Kiém
tra nhan chiing nhan“Hoan tat tham dinh nhan mac, quang cao”)

@ Ban da kiém tra cach st dung an toan chua?

@ Ban da kiém tra chat lugng san pham c6 tét hay khéng chua? (Kiém tra nhan
chiing nhan “Tiéu chuan san xuat thuc phadm chic nang (GMP)”)

@ Théi han stt dung con di hay khéng?

SRRDINEYDR

Nhén chiing nhan thuc Hoan tat tham dinh nhan Tiéu chuén san xuét thuc phém chiic nang uu viét
phdm chic nang mac, quang cdo Cuc An toan Thuc phdm va Dugc phdm

Trung tam khiéu nai khi xay ra cac bat thuong lién quan téi thuc
pham chiic nang (tac dung phu)
(1577-2488)
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Cac trung tam quang b3, trung tam trai nghiém
(méi gidi ban hang luu dong)
hoat dong V&i muc dich ban san pham!
Nguidi tiéu dung bi 16i kéo mua san pham
thong qua hinh thiic mdi trai nghiém
thiét biy té, dugc tang qua mién phil

Nl
Vg

Truoing hop bi thiét hai khi mua hang qua trung tam quang ba, trung tam trdi nghiém

V'] Héi. San pham t6i mua tai mét trung tam quang ba san pham cé trd hang
duoc khong?
=y ’ 9
Ban dugc phép tra hang. Trong vong 14 ngay ké tir ngay nhan hang (ngay
x biét dia chi), néu ban c6 nguyén vong hoan tra tién thi cé thé hiy hgp déng
(“Quy dinh vé ban hang tan noi”)
I Néu ngudi tiéu dung gui thu xac nhan yéu cau cho doanh nghiép qua
dudng buu dién dé thong bao vé nguyén vong hily hogp déng thi ¢6 thé
dugc trd hang ma khéng phai tra tién phat béi thudng hgp dong.

% DE tra lai mo6t san pham, ban khéng duoc lam gidm gia tri ctia san pham.

1372 Consumer Counseling Center (Tel. 1372)
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Chinh sach huy hop dong
laché d6 cho phép ngudi tiéu dung
c6 thé hay bé hoac rit lai
quyét dinh mua hang
trong trudng hop cdm thay khéng can
thiét sau khi d@ mua san pham.

<Thai han cho phép rut lai quyét dinh mua hang>
@ Truong hop ban hang tan noi, ban hang qua dién thoai, ban hang da cap ngay

@ Trudng hgp ban hang trén kénh thuong mai dién td, théng tin truyén théng (TV
homeshopping v.v.) =7 ngay

@ Trudng hop khéng thuic hién diing véi ndi dung cam két chéng han nhu quéang cio sai su
thuc, ky hiéu sai su that — Trong vong 3 thang ké tir ngay cung cap

Néu c6 y dinh tra hang, ban khéng dugc lam hu san pham va gui thu xac nhan
yéu cau (Théng bao hily hgp dong) qua dudng buu dién trong vong 7 dén 14
ngay tir ngay nhan hang thi c6 thé hiiy hop déng.

1. Soan thao Théng bao hily hop déng, sao chép thanh 3 ban (4 ban néu thanh
toan bang thé tin dung)

2.Ban hay t6i buu dién va st dung dich vu thu tin xac nhan yéu cau va dam
bao rang néi dung giéng véi ndi dung thu da viét, sau dé guii 1 ban cho bén
ban hang, 1 ban buu dién luu trirva 1 ban nguai tiéu dung gitr.
(Truong hop thanh toan bang thé tin dung can gui 1 ban cho don vi thé tin

dung) AT

O} S T2

*Trong trudng hop xay ra tranh chap vé sau, c6 thé st dung thu ILL%H%EHEB%?QE
xac nhan yéu cau dugc luu trii tai buu dién dé chiing minh noi dung. °° °
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“Viéc chon “DONG Y khi danh dsu vao cac hang muc
[Lua chon] Mot cach v y nhu
“Tang qua tri an, boc tham triing thudng!”
“Pong y st dung vao hoat déng quang ba [][Lva chonl’,
“Cung cap théng tin ca nhan cho bén thir3 [JiLua chon]”
cling d6ng nghia véi viéc ban thong
tin ca nhan ctia minh cho doanh nghiép.

Théng tin ca nhan la tat ca cac théng tin (ky hiéu, chir viét,
am thanh, hinh anh v.v.) cho phép nhan dién méi ca nhan
nhu ho tén, sé chiing minh nhan dan, sé dién thoai, ID,
email v.v.

Trudng hop bi hai do dé6 thong tin canhan
@ Khi théng tin ca nhan bi 16, khong nhiing ban sé khéng biét dugc théng tin ca nhan ®
ctia minh bi st dung & dau, nhu thé nao ma con ¢ thé bi lam phién béi cac hoat
ddng quang cao bat hgp phap, déng thai con c6 thé xay ra nhiing thiét hai lién déi
néu théng tin ca nhan ctia ban bi st dung vao viéc Itra dao tai chinh hodc cho cac
hanh vi pham t6i khac.

v OOOOMART da c6 hanh vi ban théng tin ca nhan

V Tién hanh cédc chuong trinh tang qua, ban cho cac cong
ty bdo hiém vdi gia cao nhat Ién dén 1.980 won

V Bén dirliéu théng tin ca nhan cda 24.000 nguoi

*Trudng hop nay xay ra khi OCOOCOMART t6 chic 11 chuong trinh su kién ting
qua (tir thang 12/2011 dén 7/2014) dé thu thap tén tudi, s6 dién thoai clia ngudi
tiéu dung, sau d6 ban tat ca 24.000 dif liéu cho 7 cong ty bao hiém dé thu loi
khoang 23,1 ty won.

Trung tam khiéu nai xdm pham théng tin ca nhan
2118 (ARS line 2)
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Néu mét don vi khong phai cong ty tai chinh
yéu cau cung cap théng tin tai chinh

thidsla IUa dao tai chinh!

Cac truong hop bi hai do lira dao tai chinh

Viéc gia danh co quan Gan day cac vu Itra dao Trudng hgp du dé truy cap
canh sat, ca quan kiém tai chinh (smishing) véi vao website clia cac co
sat, co quan quan ly va néi dung da hoan tat quan nha nudc va yéu cau
giam sat tai chinh v.v. dé thanh toan cho phiéu cung cap cac thong tin
yéu cau cung cap théng qua tang, cac san pham giao dich tai chinh nhu
tin ca nhan hoac yéu cau chua thanh toan dang yéu cau dang nhap toan
chuyén khoan la Itra d3o ngay cang gia tang. bé day s6 thé bado mat la
@ 100%. Itia dao 100%. @

“My account was used for a
crime and | need to
transfer my money toa
safe account”

%5

Your Order has been Received.
*Order No.: 1236514

* Ordered Item: **Vacuum Cleaner
* Amount Paid: KRW 654,000
*Tel.:070-1234-5678

Cac co quan nha nuéc nhu Co quan
Giam sat Tai chinh, Co quan Kiém sat, Téoa an v.v. khéng
bao gi& yéu cau cung cap théng tin tai chinh.
S6 dién thoai to giac Itra dao tai chinh
& 1332,S6 Canh sat 2112
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Cong ty tai chinh la khéi cac don vi tai chinh thi 3.
DPay khong phai la cac co quan
tai chinh cua nha nudc

ma la nhiing doanh nghiép
hoat dong trong linh vuc cho vay!

If your loan or creditor is registered (you can search for this at www.fss.or.kr/s1332);

Khi st dung dich vu ctia cac cong ty tai chinh, ban da kiém tra tinh trang dang ky
kinh doanh ctia doanh nghiép chua?
(Dich vu tai chinh ca nhan 1332 www.fss.or.kr/s1332)

Ban da kiém tra ky cac ndi dung cam két nhu 1ai suat, phi trd ng vay sém, lai suat tha
néi v.v. hay chua?

Khi st dung dich vu ctia cac cong ty tai chinh ban da so sanh lai suat chua?

(“G6c so sanh san pham tai chinh”tai fine.fss.orkr)

Cases of Financial Scams

r Hoi. Toi da vay 5 triéu won tir mot cong ty tai chinh, sau khi trir 700 nghin

'] won tién lai suat tra trudc, téi nhan dugc khoan vay la 4,3 triéu won va

hoan tra sau 6 thang. Lai suat hang nam duoc yéu cau la 150% do d6 t6i

phai thanh toan 6,5 triéu won trong vong 1 nam, tuy nhién ho bao t6i bi qua thoi
han tra ng va yéu cau tra thém 2 triéu won tién géc.

Dap. Ké tir ngay 08/02/2018, miic li suat hang nam hién tai cao nhat Ia 24,0%
A (khi cho vay 5 triéu won thi lai suat la 1,2 triéu won), hgp déng lai suat cho
phan vuot qua ty 1& 1i suat nay (2%, 0,066%/thang) sé khéng c6 gia tri.
Néu lai sudt cho vay vugt qua muic lai suat cao nhat theo quy dinh thi dugc coi la bat hop
phap, do d6 ban hay khiéu nai lén Trung tdm khiéu nai cho vay ca nhan bt hgp phap
clia Co quan Giam sat Tai chinh hodc S& Canh sat va ca quan chinh quyén dia phuong c6
tham quyén.

Trung tam khiéu nai cho vay ca nhan bat hop phap
thudc Co quan Giam sat tai chinh & 1332
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Ban nhat dinh phai kiém tra
trudc, sau khi tham gia bao hiém!

Ban d kiém tra n6i dung cam két trong phan diéu khoan chua?

Ban da kiém tra xem c6 tham gia cling loai bao hiém tuong tu hay khéng chua?

Trong trudng hgp chua dugc cung cap ban diéu khoan va ban chap thuan tham gia
hgp déng khi ky hgp déng bao hiém, hodc chua dugc gidi thich vé nhing néi dung
quan trong trong hgp déng hoac nhiing diéu dugc giai thich khac véi thuc té thi cé
thé& hly hgp déng bao hiém trong vong 3 thang ké tir ngay chap thuan tham gia hgp
déng. Trong truding hgp nay phi bao hiém da déng sé dugc tra lai va dugc chi trd thém
phan lai quy dinh cho théi gian da nhan phi bao hiém.

*Thai han hiy tham gia bao hiém: Trong vong 15 ngay ké tir ngay nhan dugc Hop déng bao hiém
(Trudng hgp mua béo hiém qua dién thoai (TM), tr thang 1/2019 thai han hily tham gia bao hiém cho
ngudi cao tudi trén 65 tudi sé dugc gia han thém 15 ngay Ia 45 ngay so vai san pham bao hiém thong
thudng (30 ngay ti ngay chap thuan))

Cases of Financial Scams

r' Héi. T6i da dugc gii thiéu vé loai bao hiém cam két tién géc va lai néu
et nop 300 nghin won/thang trong vong 3 nam, va nhan duoc bién ban xac

nhan cho ndi dung ndy, sau dé t6i da tham gia loai bao hiém bién déi.
Tuy nhién, khi dén han t6i du dinh linh thi ho da néi rang tién g6c da bi hut va tur
chdi hoan tra lai toan bé.

cac ndi dung quan trong trong diéu khoan, vi thé néu chiing minh dugc su

that ban hang khéng tron ven bang chiing tirxac minh thi ban cé thé nhan lai
dugc tién géc va lai. Khi ky két hop dong phai giai thich vé cac néi dung quan trong clia
hop déng bao hiém mét cach dé hiéu cho Bén mua bao hiém.

';‘ Dép. Ho da trao diéu khoan hgp déng khi ky hgp ddng ma khéng giai thich vé

Néi dung quan trong la nhiing hang muc ¢6 anh huéng 16n t6i quyén lgi cia khach
hang nhu phi bao hiém, pham vi bao hiém, ly do chi tra va nhiing han ché chi tra tién
bao hiém v.v,, va la cin cir dé€ phan tich ring, theo & thudng, néu biét trudc nhiing noi
dung d6 thi ngui tiéu dung sé khéng ky két hgp dong.

For financial consultations and complaints (Tel. 1332)
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Whatis “E-Commerce”?

It is the activity of electronically buying or selling
products via online services or the internet

= Without entering a shop or seeing the actual products, you
pay first and then receive the goods.

Types of E-Commerce

Open Market Mobile Shopping Overseas Direct
Buying

*Transactions via social media are also considered as a form of e-commerce.
*You may become the victim of a prepayment scam; therefore, always buy goods from the mall with a
transaction safety device (such as an escrow service).

Cases of Consumer Damage

] I made a group purchase of ice packs from the online shopping mall. |

subsequently asked for a refund because the materials and sizes of the items
I received were different from what | expected. However, the seller refused
my request since the products were made-to-order items available for
collective buying and the size was clearly listed on the website.

product, i.e. a product produced to supply a special or an individual demand.
However, in your case, you merely picked up a product off the shelf; thus, it is
cannot be considered as a custom-made product. You can request a return within 7 days

from the date of purchase if you bear the shipping cost.

n‘ A return or refund is not available if the purchased item is a made-to-order

Source: 1372 Consumer Counseling Center
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YOU SHOULD ALWAYS CHECK:

- If overseas direct buying is available; and
- If there are customs clearance conditions and tariffs.

LI YOU SHOULD CHECK THE FOLLOWING BEFORE MAKING A PURCHASE:

® If overseas direct buying is available;

@ If the item can be used in Korea; and
@ If there are customs clearance conditions and tariffs.

P> The duty-free threshold is USD 100 for listed import items and USD 150 for ordinary import items
(200 dollars for the U.S.), provided that the price includes the net price, taxes and shipping fee.

L1 YOUSHOULD VERIFY THE FOLLOWING BEFORE MAKING A PAYMENT: ®

@ Ifyour credit card is available for overseas payments;

@ The currency (as currency exchange fees may be charged twice);

@ If your payment system has a chargeback option (within 120 days from the
date of the transaction).

#¢ Whatis chargeback?
With this option, money is returned to the purchaser in some transactions. This is especially relevant
to a credit card transaction where the customer has suffered due to items purchased from an

overseas online shopping mall being wrongfully delivered, or not delivered at all.

Check the“List of Suspicious Websites” in the Crossborder
Transaction Consumer Portal
(http://crossborder.kca.go.kr)

Check the “List of Prohibited Harmful Foods” on Food Safety Korea
(https://www.foodsafetykorea.go.kr)

2% Please be careful when the sellers forcefully or actively ask for cash payments. In such cases,
you may have difficulties receiving compensation if they prove to be frauds or scammers.
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Options for Overseas Direct Purchasing

© Direct Purchasing
You can select and pay for the items available in an overseas online

shopping mall (the transaction is conducted by yourself).

® Shopping Concierge / Purchasing Agency
You can ask a shopping concierge to buy what you want on your behalf

and to send it to you.

© Delivery Agency
You can order overseas products directly via the shopping mall of the

purchasing agency (e.g., Coupang), or request a quote for the overseas
product you wish to buy and then pay the estimated cost.

Which Option is Best for You? ®

If you:
- Have no trouble using overseas websites;
- Enjoy searching for a variety of brands and products;

- Often use overseas online malls; or
- Hate spending extra money on things such as

g commissions.

Shopping Concierge /
Purchasing Agency

Moo=

If you:

- Are not good at using overseas websites; or

ﬂ - Prefer the convenience and safety of this service, even if

you have to pay the extra fees.
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When you buy a health supplement,
verity that the item has

a health supplement

certification mark.

It is not a medicine for the
treatment or
prevention of a disease!

YOU SHOULD CHECK THE FOLLOWING BEFORE MAKING A PURCHASE:

@ If the supplement is suitable for your needs;

@ If the supplement has acquired the state certification mark (“Health
Supplement”);

@ If the advertisement of the product has been approved (“Approved Mark
and Advertisement”)

@ If you know how to safely consume the supplement;

@ If the supplement has excellent quality (“Good Health Supplement
Manufacturing Criteria (GMP)"); and

@ If the expiration date is appropriate.

SRRPINENDIE

“Health “Approved Mark and “Good Health Supplement
Supplement” Advertisement” Manufacturing Criteria (GMP)”

To report any adverse effects caused by health supplements
(Tel. 1577-2488)
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Promotional or
Demonstration Events are

designed for SALES.
The salesmen will lure you with free gifts
or demonstrations to coerce
you to buy the product.

Cases of Consumer Damage

. Can | get a refund for the items | bought from a promotional
et event?

r

You can cancel your order within 14 days from the date of receiving

x the items (date when you learn the address of the seller) (refer to the

Act on Door-to-Door Sales, etc.). If you have informed the seller of

I your intention to withdraw from a subscription by sending a contents
certificate, you can return the product without a penalty.

% Of course, the product you intend to return must not be damaged.

1372 Consumer Counseling Center (Tel. 1372)
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What is a Withdrawal from Subscription?
This process allows you to cancel or
withdraw from a purchase

if you have bought a product
but no longer need it.

<Such a withdrawal is available within:>

- 14 days for door-to-door sales, telephone sales or network marketing;

- 7 days for e-commerce, mail orders or purchases from TV online stores; and

- Three months from the date of receipt in the case of deception or fraud, such as
false advertising.

@ You can return a product within 7 to 14 days from the date of purchase (provided

that the product is not damaged) by sending a contents certificate (notice of your
intention to withdraw from the purchase) by mail.

How to Send a Contents Certificate (CC)

1.Prepare the notice of your intention to withdraw from the purchase and
make 3 copies of it (4 copies if you have paid by the credit card).

2. Go to the post office and request to use the CC mail service. The postal officer
will verify that the documents you have brought to the post office are the
same, and will send 1 copy to the seller, while the post office and you each
keep one copy (you will also send 1 copy to the credit card company if you

have used a credit card). e

RS 1)

*If a dispute arises, your compliance will be proved IL%%ZH%%?QE
with the CC that has been kept by the post office.
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“Get afree gift”
“Opt-in for marketing permission” [][optional]
“Consent to disclose your personal
information to a third party”

Think again before automatically
selecting these checkboxes, as your personal
information is being sold to the company.

Personal information refers to all information (symbols,
texts, voices, videos, etc.) that can identify an individual, such
as name, resident registration number, contact number, ID,
and e-mail.

What is Personal Information?

@ If your personal information has been unauthorizedly disclosed, you don't
know where it will be used - it may result in illegal marketing or be used for
financial fraud and other types of crime.

VC IMART Data Breach Incident
V Personal Information was Sold to Insurance Providers

V The personal information of 24 million individuals was
sold at a price of up to 1,980 won/person

* OOOOMART collected consumer’s names and contact information
during these events 11 times (December 2011 - July 2014) and sold the
personal information of 24 million individuals to 7 insurance providers,
earning a profit of about KRW 23.1 billion.

To report a personal information infringement
(Tel. 118 [ARS Extension No. 2])
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If you are asked to submit credit/financial
information by an entity other than

a financial institution,
itis fraud or a scam!

Cases of Financial Scams

~

If you are asked to
provide your personal
information or transfer

money by someone who
insists he/she is a police
officer, a prosecutor, or
an officer/staff member

of the Financial
Supervisory Service or
another financial

institutions, it’s a scam.

“My account was used for a
crime and | need to

transfer my money toa
safe account”

(4 \

If you receive a text
message or email
notifying you that, for
example, a payment
has been made for an
item you never
bought, it's a type of
fraud called
“smishing".

Your Order has been Received.
*Order No.: 1236514

* Ordered Item: **Vacuum Cleaner
* Amount Paid: KRW 654,000
*Tel.:070-1234-5678

7

-

If you are unreasonably
asked to provide your
financial information;
for example, if you are
led to access a specific
website and asked to
enter all the numbers
on your security card

number, it is fraud.

Government authorities
(e.g. Financial Supervisory Service, prosecutors and courts)

will NEVER ask you to provide your financial information.
Toreport afinancial scam (Tel. 1332)
Police Agency (Tel. 112)
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Usury lenders are

NOT official financial institutes
— they are loan business operators!!

YOU SHOULD CHECK THE FOLLOWING WHEN TAKING OUT A LOAN:

If your loan or creditor is registered (you can search for this at www.fss.or.kr/
s1332);

The terms and conditions (including not limited to the interest rate, whether
a variable rate is applied or not, and the early redemption penalty - a
thorough review is required); and

A comparison of the interest rates (you can compare the interest available at
finefss.or.kr)

Cases of Financial Scams

r | borrowed KRW 5 million from a creditor. After deducting
!] 700,000 as interest in advance, | received KRW 4.3 million and
promised to repay this amount after 6 months. The interest rate

was 150% per year. | repaid KRW 6.5 million in the 1st year. However, the

creditor demanded an additional KRW 2 million as a delay penalty.

more than 24.0% (KRW 1.2 million / year, if you have borrowed KRW 5

million), which is equivalent to 2% per month and 0.066% per day. If the
interest rate exceeds this reference rate, the excess amount is invalid and, of course,
itis also illegal. Please report this situation to the Financial Supervisory Service
(®1332),a competent police station or the local government.

n‘ Since February 8, 2018, the highest annual interest rate should be no
y \

Financial Supervisory Service, to Report an lllegal Usury Lender

(Tel. 1332)
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YOU SHOULD CHECKTHE FOLLOWING
BEFORE AND AFTER SIGNING AN
INSURANCE CONTRACT:

Your coverage, as stipulated in the terms and conditions; and
Whether you have already signed up for similar insurance.

If the insurance salesperson has not offered you the terms and conditions or a
written statement, or he/she has sold you insurance without fully explaining
the potential risks or has delivered a wrongful explanation, you can withdraw
from the contract within 3 months from the date of its entry into force. The
premium will be returned, with a certain amount of interest for the period
during which you have paid the premium.

#¢You can withdraw from an insurance contract within 15 days from the date of its issuance, or
@ within 30 days for telephone sales (from January 2019, within 45 days for seniors aged 65+). @

Cases of Financial Scams

7 After explaining to me that the principal and interest would be
'] guaranteed with a monthly payment of KRW 300,000 for 3 years,
LN I signed up for variable insurance with a confirmation. However,
they have refused to refund the full amount upon its maturation because
the principle was lost.

insurance salesperson did not offer a full explanation of the important

details to the insured party in a manner that he/she could easily
understand when the contract was signed and the terms and conditions were
issued.
Important details are matters that could have a significant influence on the
decision the insured party has made, i.e. he/she would not have signed the
contract if he/she had been aware of such matters, including but not limited to the
premium, coverage, reasons for a payment or reasons for payment restrictions.

r‘ You can recover the principal and the interest if you can prove that the
y

For financial consultations and complaints (Tel. 1332)
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